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(54) GROUP CIPHERING COMMUNICATION METHOD AND GROUP CIPHERING 
COMMUNICATION SYSTEM 

(57)Abstract: 

PURPOSE: To attain group ciphering communication 
from one optional terminal to lots of optional terminals 
among plural terminals while the security is ensured. 
CONSTITUTION: Plural secret numerals called as a 
master key in common to a prescribed partial set in an 
IC card 101 are stored in a memory 103 of the IC card, 
the IC card is inserted to a terminal to which 
communication is started at first to generate 
communication destination information is generated and 
sent to other terminal via a communication network 117. 
Moreover, based on communication destination 
information, one is selected from plural master keys and 
a group key is generated by using the selected master 
key and a communication message is ciphered or 
decoded by using the generated group key. A terminal 
being a communication destination receives 
communication destination information and selects one 
from the plural master keys based on the communication 
destination information and the group key is generated 
by using the selected master key and ciphering/decoding of the communication message is 
implemented by using the generated group key. 
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] «a© 1 CA-K<t. lca-K©Atii*l 
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c£/Lu fiAS#f2j(4d f Aif T3J 14 e * 

A/. ••*-0fe&C<t e 1 1 4(4. COWS 1 

0 2(=«L&*iKfc I c* — K 1 0 1 OVSHrKSJ*4- 

1 1 8 33«fctfBXK*J»*1 1 9£ttlHLTiMfrr4« 
«1 2 5, 1 2 6t*-T*. CC-CI*»«Br»38iJ»*1 
1 8A< T2J . flAK9J*#1 1 9A< T3j T?fc&(7> 
"C. *ftHFrKJMHS-l 2 514 T2j . lAMlif 1 2 
6I4 r 3 J C4otU|) e *fc. >^'J 1 1 414. 

i 2 7 

[0033] *a>ffi. ws i o 2 ic(4. ws a>«ftMi= 
Aua^Rtaft-riT-f x^u-f 1 1 i. fccfci;^- 

/1-C-K1 1 2<ftftB*TLN*. 

[0 0 3 4] -taLfccfcdlC. «• I C*— Kl**<DBf* 
*l=B*0)*KRrltai**£t»:i;fllAMUiJ«4 (B 1 0 

K*B««i 1 7rta)^f^fl)«*i:ILat^ii: 

cky. ^-<om^%(4ii<t« 1 1 7^^LTffeOA<tiS« 
L**«31*i:<i:*. 

[0 0 3 5] KIT. a«fl<Dtt*tftqftK0aflttB¥£fi 

[0 0 3 6] B2(4. >^'J 1 1 5(C»S*i^^TL\^^ 
^-^8±lS^P^7A2^Bft$ffiBJt^f;^7D 

— ^-v-h-efe^c *?XTvzfz o i T*fi&SA<B§te$ 

*U 7f7?2 0 2t\ Mkft*!**— K 1 1 2* y 
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MMl*a>fcT?«SJ«ff 3 c <!: * ^"T a T > K£ A* 

*T^)o ^f'^20 3tli, t Ltt#©:a V> Kt?fc*L 

y?2 1 *;h*;MMM-*. g*Dtcg±Ji££*T5 

■easy, *(7>Mra***e>a>y ^^-yfttft*i+»« 

[0 0 3 73 «tDI=«±rttlT3t*l*. *fXf^ 
204tf^?U-f 1 1 1^v«l3SiJ»*-«l»J*»l6« 
1 2 4SS^tSc 3fe(C Xf^205t, J£ttftl4 
*fa?l/-f 1 1 1 <*>S^£JLTffi<ttl^£gl/. * 

-/1-:-ki 1 2 ( fcya«s#ia»<DHfHj3,fei;*iKr* 

A**.*. CCTM4, «ff*35<A**HrG>e*^-tf*4 

tOiL, e s^<*tt(Da.*^te < fctfA**m(Dc * 

fc^A?lfiffO)e^St^ *ft ffrKJM** 4: <I AfSflJ 
[0 0 3 8] X-rs/^2 O SA^UffiirtS 

1 24S#iir, 04i:^tcfc 

»M*»i*2a<D»« j r--$* impjx n*«-t> h*<* 

[0 0 3 9] H4(=j5l^T. ^§Hffi#^ (*m^55fJS 
») 4 0 1 \t2&&C>8LmT-$ flj Tfe^^^lZcfc 
y. *SHr***< r i j s -r«:*?%*4t3&«a««56© 1 
OTfc^C^Jitc E*'JX h4 0 21*. tZVhWO 

W6i2e*; hitfe-yh ri j -cfe&z^iccty . 

*tt ri j ) (DflAHUll**^ r 2 j. * 

a » A/tfirnxd) 1 Atk« : t t*t, nitt 

C=. *£>9rf&*§-403l4fli r 2 j TAV£ft*<aflMft<D 

io-efcy. *coe*yx K4 0 4I*baiium»#*« 

r u <t r 3 j . *<-tt^c*^te*A/*«**u-r*La 
m*65fc^ 1 A-efcftcifcjSr. SL8fe4 0 5(4* 

X-r^^2 0 6C7)||J6ft^-egrfclc*ia**L-5aSE*Cfe 

o 1 icsurr *> e 

[0 0 4 0] &\Z* Xf^?2 071?I CA-K101 

i=ei^TB3i=si-Bft * sou- :7«<d£*) 

*<H«6$^*c *©RL ws 1 02 i c 

*— K1 0 1 T^^-?8(D4jSA<87Lfcb, X^ 
??2 0 SV 1 C*— K10l35^fea**l««-e*«^U 

-^«*«i+*y. i 1 4^oy;u-^fiioiES 

««1 2 7lC*#&t\ f LT, ^f7?2 0 9T?M 

flr*ft(ira. (B4) »fl#-Kio8gA?»Mi. 
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[004 1 ] »ttl=Bt£nM-40>-tM*ttl\i * 

14. SfXr'^2 i i t? I eft— K i.o 1 rtc&x— £ 
^ 1 1 8 £«AIIE»J*49-1 1 9 £w 

S 1 0 2rtG>y^'J 1 1"4(D«* 1 2 5<t 1 2 6I=»£- 
iib. Sfefc, x-T*:?212TSHilHl 1 7^S»a«*ft 

fv^ait?, *#j-ci4. B4 0aflMftnm£9irr 

[0 0 4 2] ^f*^21 3TI4. Sa*I*&$fctf$g*<> 
^(j 1 1 4-0>*«l9rN»»* 1 2 5 <h^lAieSiJ#^ 1 2 

U *^T?LvKtfx-T'v:/2 1 4ica*. S4,tt(+#ui 

[0 0 4 3] X-r^^2 1 4TM4. »a«$ftft1fftR£ I 
C* — K 1 0 1 l=afflM-*e LT. X-T!V ^2 1 5t? 
I C*— K 1 0 1 l=fcl*Tn3!C^-rtbft (AMM"*^ 

;?®(7>£ja) 3b<HS6£;K£ 0 ^-ofifk ws 1 0 21 
* B i c*— Kioi-c(D<f-;u— ^«©*rt*<« 

7Lfc6, X-r ^^2 1 6 7? I C* — KlOl^bl* 

h*ii?fc-6^-?Btatt«y, y^y 1 1 41*30) 

^U-3f«(DlE1WI«1 2 7(cS^3Xt;o fit, X^r 

mutt*. *fc. **r=a«> rvb— i?ta4t*i*. 
± m l t= u - ^ @ * m i * x bs t l si u -r ^> . 

[0044] B3I4 % >^E'J 1 0 4lC*Mft**ir^4^ 

— h*^*r e mf-y^ o i -cfta^Htt* 

X-r-y ^3 02T? I C^(— K$W ^x— X 1 

0 5 3£S-eafl3£5fctf*g (B4) $gft^ 0 X 
^*>:73 0 S-CKaAAfttWMKrVXnfrKSVHIIBj: 
fiA.^»JS#l 1 9 3b<HI»(=^**L*A^i:5 36^*S-r 
S. tl, SttLT^illi7f^?3 o 4^at% *4# 

[0045] i^m 3 o>mm&m?i ttixi^z i c^d— 

KA<H1 CO I C*— Kl 0 1 (AffffiOeS^t. 
G» tSot, S6l+ttofca**5fe««A«B4(=^-rft 
*«<D»*I4. MRr*44 0 3a)ll3^fttt r 2 j t?. 
**tl=5l#«<E*UX h4M0)«Tf«3 fcfv H(=e- 
yh r i j *<ioTi^«ci^6, *ftHfttai**ll8 

(fettli T2j ) <tfflAK55iJS#1 1 9 (afII4 

T3j ) 3^»B»l=«ftTl^«i:flS**L*. 

[0 0 4 6] XT*;^3 0 4tflt, flE^-T^^V 

x*aa>»HtB6ic»-f*« «a-r*) tist 

^>o fit, Xfy?3 0 5Ttt»*a«««i:tt-7X 
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t-f*. h (k, M)i*/\^i>zLgBgfrffcy. #j 

x(4. *tt : a*. rRW^atfcjaj , ««mm 

£6. 1 99 1*6fl, T?3E«**lfct(D<i:i:t«l^*. 

x-t'>^3 o 6-eS/\^vzL I — i ca— 

Ki-f»-7i-Z 1 O Sfg^TfWS 1 0 2lZfcfc*l 
^7^3 0 7^*1*117^. :0/\yyah 

[0 04 7] -73. Xf*;?3 O 3 "CM*65fc1t*=* 
SfMUMHfrl 1 8 £BAJt»B*1 1 9««nB»(=«* 

C*-KB-f»-7l-^1 OSgJtWS 1 0 2IC 
£U±L. Xfv?3 0 9T«l$«7t4. 
[0048] B6lt, IlSOilftSCOa^OX-x'V^S O 

4 0)BliiSc»fftK«-r*fc*>cD7a— f h*^ 

V?602 -<?»MftflttI (B 4 ) ftCD**)***®?- 

**<nfcW5^*S»t4. tL lo/£l+fc& 

Sits XT-^^609^31t^ Xff^6 0 2T?M* 
5fc1t« (0 4) ft(D*SIHf»#<D-r— **<1 -3<fey^L^ 
tilt. XfV?6 0 3^Ib D B4(DttttiM-T*(iVft 
f9r#^«B<DS[4 2 o SLb * * . 

[0 0 4 9] ^f^?6031?y^y 1 0 3(CfB 

**#lTl^4»»«fflT^*«122. 1 2 3. -*<-r-<T 

*— ep#«Evx*@(4. MHHJX 

t*^ KA< r 1 j t?. ftfl)t % ; H4 roj -ea&**^6. z 
[ooso] xf7 76 0 4-eit SSP^iSffi^ 

* * m (a s ) <7>^s^ u * k 5 o i omtfmmmftftm 

gf&o tL, ***lTlvWi* 0 61=31 

mvit. mmm u * k s o i uvKUrKaw^^ m j t 

r2j rfeSo @4(oafi0!ir(i*aRffs^4 o i itm 

mm rij fc % *SHr««4 0 3l*V«Br T2J 

TL**. H4(=*5^-C*OttCD-fl!>»»*<ffiet?fc*L 
(4. (B5) <D*»Jr'J*h (5 0 

D-CDfllitt&mfcftlMl (04) l:^JtL4f$KS 
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Bf 'jx h 5 o i <nmtmmftftmmiz7F£*i&mmm$: 

f*;?6 0 3^M£> e 

[0 0 5 2] Xf'>^6 0 4^»#«WB7**B©*J| 
Br'J* h 5 0 1 (7>a^afi9Kftflm(=$^3K«*XRf* 
■T-<T*t?»*li. Xfv?6 0 6ti»»«B?X* 
@ <Bl<&ff#*JB"7X*«1 2 2, 1 23. "-(^a^ 

oio) £>-r ^>^5fcT. fit, 7f7?6 

[0 0 5 3] 7f^603tiP^l77$iJt/< 
TBI"**:**!** Xf^60 '*Tf*«ffl7X*J|1 2 

1 £>-f >;u— fir, xf^?609^ 

Ht?. ^ft/?6d91f«ii$»7t4, 
[0054] ±S6LfcJ:3l::* m-**m^VX^g|l 

2 014. HU««Hri=HB"r* I C*— KTIi-T^TBi: 

1 2 oii-r-<ri^t:fiT*fe§ e ±#fflvx$gi 

2 1 14. vsBrft<iq i:*^ 5*M=^t>&-rr^T0) i 

C*— KTfBi:tt-efc«. 2 2. 1 

2 3 -(4. flfifr'JXh (H5O50 1) -CftS**i4 

li. El 50> 5 o i a>0ijii. rij t T2j -r 

[0 0 5 5] £l±«ty; *Mft«i::j:*Ltf. f-<x^b 
>T1 1 2i=S^$*i«VftHr9i|||iH<-KSl 2 4S1 

tli^U— Z?@#£jSc£*U WS 1 0 2(7>y^r'J 1 1 4 

[0056] *fc % ^;u-^s*tts-r-5)5^-e. 

©tt*a-C«ffi**L4VA*«l4. IC*-K101|: 
AA»tl«liftftflM (B4) OSfi^-^lCfcoT 

*tt*o Wtli4. n 4 iz&xztitz&mmom^. ti 

x^@i4. ^m^rS^ rij t T2j . -rtt*5%*tti 
A»aififrfcB-r* I C*-Ki:L^Aotl^ft^Mf 

L^o-cr. *^^RFf#^- rij t r2j <7>raoffi<i^S± 
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[0 0 5 7] »**»»rl=*fctfy«#**fTfc5i* 

*u SOu— :7«6<±j*S*i*. #i c*— Kiel*. £tt 

ttCD I CA- K©*»*<iaLfc4:t4t±*B77S 

^U— 7B©»«(=Sl*TttB±ttM«L*. JM**tfc 
B«tt*0> I C A- Klel^Tli^U— ^«l±±***Uft 

[0058] (mMa>K»tt 1 ) «riE<D*JS«-eii. 

IC*-K1O1«07X>«12O, 121. 12 
2, 123, -I** *tt»S*;h.Tl\«,fc Lfc. CflDft 
t>U. [H7 {C^-Tcfc I CA— K1 0 1 W(D*^U 

1 O 31=^*) I CA — KBSJOBAB7 O 1 SISSUT 
*5*. #«A«t**Wr««i-b>*^6 , 7X*«1 

2 0. 1 2 1. 122, 1 2 3. I C A— KSJKBAB 
7 O 1 TMftL7X*W«i: LT2I«U SAfl 
© I CA- KA<7>flg-«Bft7 O 2T?*(D^X*ttHt*X 
*MfcLT>*'J 1 O 3rtl=»5e"-r6«fe5l= LTtcfc 

[0 0 5 9] CG>fcJWHH=«fcy % TX^BBSMW)* 

[ooeo] (mmmo&mm 2 ) mtEommmr+tt. 

1 C A — K 1 0 11*30)7X^81 20, 121. 12 
2. 12 3. ■■■(*, ?ARS*ilt^SiLfc. -Oft 

t>y* ID 8 (CTF-f £ 5(c^<£ 1 cA— KBSJizKl ©-b 
>*C:»tk**iTl**«AB8 0 1 . ft 2 |r g 

SJht^mSs 0 2. -^SLtfe< B «-tr> 

i ca— Ktoasm^M-r*. vx*aiM«f» 
ici*. »i tx^bwb******:*) 

1 0>7X$@g||11«g£®Ae8 0 1 t?B6# 

A- KT'li. Bt*Bflt7 0 2^Z©7^*B»i«X 
MHHfcL* Bia>-7X*B«Ikt1HI*»*. H«l=. 

*2©-b>*^6. K2o>7X9flicttflra«flxai8 

0 2-MM-ft;LT««U C*— KrtflMt* 

B«7 0 2T?flMHbU S2(D7X^gggtf8Jf 

*<&&ig^fi. HttlcLT^X^Biflk 
ffiSJ^I^e LT\ ICA-KlOlrtT?. 

v x $ s<-m i a) ^ x * B*Btt« + * 2 © v x * as 
*«*+■■■ 



[006 1 ] z<Dfc»«2i=.fc;Ktf* vx^BteMfc© 
«-b>*(Z>*Hft«l=J:y±rt**t* B Lf=*><oT. « 
*©B*>*#BKL4ciMBy. vx*«3W-b>*f=tt 

[0062] («iiMa>tt»« 3 ) urccomfefl^iL 

EH 4 leg** £ 5 fciBfiftftWNKDStttoa 4 0 5 * && 
[0 0 6 3] 

[»^(7>a^] J&±KWLfc«fc5l=. **WC:,*:*tl** 

«*»»»»::**:*< y ^(DttikXfloam^tftae l 

g-f & 1 CA— K(D4>*i^-*aL*:t LTt, 

«»fa)iBa>a«a>e±iti=te#**it*cttttt^. 

[0 0 6 4] £*>lc «ttMWI=*fc*<yfc**£fr 

ti Lxam«fl7x»stfi ca 

[0 0 6 5] iAtftifiBL*!*, 7X^8IS¥0 
»1»C=J: y 7X>iSHrt«M#tCfcWl:, « 
BB BM»jn*a«90ibKns±ft#«i= J: y 77 

**©B-b <D*Bft*l= J: y ±JS£*i& «fc 3 (= L 
T. *ftOB*>**<ttRLttLx|8y vx*B*<B-tr> 
ytt6*L-6ctA<a^.fe 5 l=T?#* 0 

[BBa>n*ttK9U 

[B 1 ] **B^0| 1 <0Blfc«-cJ&4B«'>X7' Alcfc 

itftttsfcofltABe*-*-. 

[02] B 1 i:fei+*^-^«i«?aif7A2(DB 
[13] B1 lefcif *7;u— 7B±J«:?ny5Ai©» 
[B4] 0 1 (cfctf & i CA- Kl 0 f (=A***i4B 

(i*5feflWKD7t-7^ fc«fci/s«T— *«**-r 

[B5] Bl «=filf *»#*fl!TX*«1 2 2. 12 

3. -07^-7?fK e^tfBBT— *«*S-TBT? 
[i6] H3 0iBi!fl)5%fl)Xf*; 73 0 4 0)BM$B 

[0 7] nnnom»m^o*>*TJ*m&a&9't^ 

[0 8] X||fl|(OtBfl20)M7AMIt*t. 

[@9i tt*«©->*xA**B*sr. 

[0 10] MROR 1 OXHflttiU^T^ 

«jjS0£^-r e 
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